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Abstract

The author deals with hybrid and “colour” technologies as one of the main threats to the national security in modern world. To support his hypothesis the author stresses upon a process of the destruction of the national security structure and its elements by means of these technologies – the state, communal and personal security. The article is based on contemporary facts, the critical analysis is also included.
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Over a long period of time national security, understood as protection of vital interests of individual, society and state in various spheres of life from external and internal threats
, which ensures the sustainable development of a country, was regarded as a backbone of public organism, as a kind of vena portae of public and social order. In modern time the ability of a state to ensure effectively its own national security by all available means and resources has become a key attribute of a geopolitical power
. Nowadays these issues though not questioned in their fundamental issues, but still could not avoid certain erosion due to several factors. These factors can be relatively divided into two groups. The first group concerns the impact of a globalization dominant of the world development to the national statehood which became particularly evident at the end of the last century and the first decade of this century
. The globalization as a process of global integration and unification which originates from informational, financial and economic spheres captured rather quickly the scope of public relations and institutions. The growing influence of transnational economic and financial institutions (WTO, IMF, the World Bank, numerous TNCs) and the development of regional economic centres (e.g. European Union) inevitably led to a reduction of a state’s intervention into the economy, and then to the partial withdrawal of economic policies from national jurisdictions. Having lost (but not completely) control over their own economies and finances, national states have weakened their sovereignty even in security, defence, foreign policy, having delegated these powers to such influential international organizations as NATO or the EU. Transmission of sovereignty from national states to supra-national actors in these areas actually completes the process of the post-modern statehood formation from the statehood of a traditional type. This trend is based predominantly on objective grounds and it is unlikely that the human will is able to reverse or change the nature of its flow radically.
The second group of factors contains other issues as far as they are results of man-made and pre-planned actions of people and political organizations. We are talking about deliberate undermining of states sovereignty foundations and, first of all, their ability to ensure the security of their people. This danger arises from such non-traditional actors in international relations as certain political organizations (Al-Qaida and the Taliban) and quasi-national entities like Islamic State (ISIS) which are leading a large scale cross-border warfare in multiple geographic locations throughout the world. The reasons why these forces seek to undermine the security of Member States via dismantling of traditional for these countries systems of political power are not hidden. The offensive of the Western World, universal Westernization, encroachment of alien values and traditions are to be opposed by radical (revolutionary) idea of the World Caliphate as spiritual and political impersonation of a truly Islamic State capable to protect the faith and society from foreign and other harmful influence. Secular political regimes in Muslim countries are considered by the radicals as obstacles which prevent them to reach their goals because "they sold out themselves to the West”, and, therefore, should be swept away. It is hardly worth to comment the first results of this "sacred purifying war" (Jihad) as it is widely known that due to the actions of only one Islamic State the statehoods in Lebanon, Syria and Iraq were almost completely destroyed and the sovereignty of some other countries in the Maghreb and Levant is in question
.

As far as the ideology and political practices of jihadist organizations and proto-states are not an object of our expertise, we shall confine ourselves to a statement of fact of the exclusive risk of the origin and proliferation of pseudo-religious radicalism and its supporters for the security of individuals, society and the state because these categories in their universal understanding are rejected and cancelled by radicals and extremists. And here we observe tertium non datur. No less aggressive environment to the national security and the sovereign rights of states constitute, in our opinion, not only common (marginal) subjects of international politics but traditional participants of international communication. Here we don’t keep in mind just usual wars and armed conflicts between countries. The main idea is that the destruction of political structure of state authorities and society is carried out by application of special sophisticated technologies. These technologies are known under the collective name of a "hybrid warfare" which have been applied already for several recent decades worldwide
. The most common form of the hybrid war – "color revolution" – has been firstly used on the post-Soviet space and now is employed in some Arab countries
. What are the causes of these technologies, who and why persuade to apply them? As it was pointed out above, the origin of jihadist movements and organizations and the reason of aggressive behavior in respect to the rest of the world have become a specific politicized pseudo-religious philosophy and ideology under which the fanatical insurgents commit their crimes. In our case, the incentive to create and activate a mechanism of the deliberate destruction of state sovereignty and national security of states became the implementation not just an ideology but the whole geopolitical doctrine and a global project that underlines its basis. Such a doctrine is the theory of global leadership of one super-power and a project expression of doctrinal ideas is a monopolar world order model
. The only one subject of modern international relations which is concerned in preserving of this model and therefore the global leadership is appeared to be the United States of America. Why does the United States use such unconventional methods of fighting for their own interests? There are at least several answers. Firstly, increasing military capabilities of China and Russia as the natural geopolitical rivals of the United States do not allow the latter to engage in open confrontation with them nor through nuclear, no by conventional weapons. Secondly, the hybrid war and “color” revolutions are much cheaper than a short but real war. Thirdly, the practices have shown that hybrid wars are more effective than traditional ones as far as their use allows to achieve ultimate goals – overthrowing of undesired political regimes worldwide – with low expenses and in a short period of time. Fourthly, the use of "color" technologies is more difficult to anticipate, so they are less vulnerable to national security systems of those countries against which they are applied. Fifthly, the United States is not going to advertise its involvement in political coups in other countries and prefer to do them by third parties. 

We can go on with the description of American side arguments in favor of applying of the latest political and military technologies in the fight for the global leadership and resources. However, it’s more interesting to have a look at “the internal mechanism” of this process and understand how "colour revolutions” destroy the grounds of a state structure fundamentum – its security. 
Hybrid and “color” technologies which consolidate almost the entire toolkit of subversive activities jeopardize the key components of national security – state, public and personal security.

As it is known, the condition of a state security is characterized by the level of protection of the country against external and internal threats. The maintenance of this condition at an appropriate level is in responsibility of armed forces, intelligence and counterintelligence agencies, security and law enforcement authorities. As claimed by American specialists on military strategy and geopolitics, these institutions should become the primary targets to get paralyzed in the countries which are nominated victims of “colour revolutions”
. The famous "technologist" of coups E. Luttwak (1968) pointed out that such a coup "… can occur outside a government, but a state inside should include a permanent and professional civil service, the armed forces and the opposition. The purpose of such a coup is to separate permanent civil servants and political leadership"
. To obtain this result the active and purposeful search of supporters of regime change in law enforcement agencies and the military is carried out. This task can be solved in different ways: by a direct recruitment of certain chief executives at state structures (at the outbreak of “the second orange revolution" in Ukraine the secret services of the Western countries recruited almost all top commanders of the armed forces and state security leaders); using tribal contradictions within national elites (in Libya the conflict between the leaders of the tribes who occupied key positions in the state apparatus and Qaddafi clan was artificially inflated); provoking of inter-confessional schism within the ruling class (in Bahrain discontent of the Shiite majority of monopolization of power by the Sunni Royal family of Al-Khalif was actively stirred); the desire to divide state authorities and management on the basis of national origin thus weakening them (in Macedonia some Albanian civil servants have been repeatedly persuaded to sabotage the decisions of central authorities). Cultivation of "agents of influence" in the system of state authorities can be carried out by other, more common methods, such as bribery (in Iraq, most of the military officer refused to execute Hussein’s orders for reasons of acquiring financial gain, and later for the same reason left the ranks for the sake of joining the Islamic State), as well as through the use of tools of "soft influence" (in Georgia and Ukraine many military and law enforcement officers and civil servants have received professional training in the United States and Western Europe).

When the number of opposition members in a government reaches some proportion a "fifth column" is formed as an organized group of domestic opponents (who executes orders of an outside party) which disrupts the work of state institutions and, first of all, security agencies. Having lost the solid basis in security forces political leadership is virtually defenseless in the face of mass opposing movements that have been specially created and financed from abroad with the aim to compromise and overthrow authorities ("Porá" in Azerbaijan, "The Right Sector” in Ukraine, "Khmara" in Georgia, "Kel-Kel” in Kyrgyzstan, “Otpor!” in Serbia, "Malady front" in Belarus, etc.)
. The use by these movements of new information technologies (Internet, mobile phones, social networks) allow them to gather large groups of people who are dissatisfied with the government, to set them on the anti-regime demonstrations and protest marches, to manage them through a network of their coordinators
. As a result, when direct clashes between the opposition (strengthened by large number of supporters) and the political regime (weakened by internal disputes) start, the situation, as a rule, is not in favour of the latter. A vivid example of such a kind is the “maidan revolution” in Ukraine. Since November 2013 to January 2014 the actions there developed sluggishly and contradictions between authorities and opposition had not been resolved. A rapid breakthrough happened when the “fifth column” from the Western regions of the country announced the insubordination of local state administrations to the national authorities in Kiev and authorized the looting of military depots and police stations. As a result, many weapons were delivered to “maidan” where events went on further according to a well known scenario and armed mutiny spread across the country. The zone of governability of the central government declined rapidly and the power itself vanished soon
. From the other hand, there are a number of examples of other nature. If a political regime succeeds to ensure its own stability in time of crisis (by maintaining the workability of the state apparatus and security institutions) internal and external enemies have to retreat. So, failed the "cornflower revolution” in Belarus (2006), the "swamp revolution” in Russia (2013), the “revolution of umbrellas" in Hong Kong/China (2014), the “revolution of sockets” in Armenia (2015). The most complex in terms of outcome of the confrontation seems the situation in those victim-countries of "colour" revolts where destructive forces are not yet strong enough to break the resistance of the authorities, but state authorities are not able to cope with the opposition due to the lack of internal unity and national will. Such a fight is going on in Syria and Iraq these days. It can continue for many years and bring untold misfortune to these countries and their people
. Thus, numerous examples prove that one of the crucial factors in ensuring public safety remains the condition of state power, and the sustainability of such a system to social stress and ability to operate effectively in the mode of crisis management is a serious obstacle for "colour" technologies. The loss by a state of such characteristics and abilities is equivalent to the loss of sovereignty and drop of society to a man-made chaos.
"Colour revolutions” (alongside with state security) can be regarded as a serious challenge to the security of society depicting protection of the interests of people – economic and social ways of life, wealth and property, institutions and organizations, national customs and traditions, living environment – from external and internal threats. As far as the scope of public security is more extensive and has more aspects than state security, the influence on this environment from external parties concerned becomes more versatile. It will combine the techniques of undermining the economic, financial, legal, socio-cultural foundations of the social structure of the country. We can say that a hybrid character of "colour" technology is mostly clear manifested in opposition to public security.  
The measures of destruction themselves are also quite numerous. They vary from "soft" to "hard" methods. For example, economic and financial systems can be subjected to gradual erosion through the introduction of alien and harmful economic relations model. In many Arabian countries that underwent "color" revolutions in 2010-2014, the neo-liberal model of development that displaced traditional for these countries state economy had being actively implemented
. A short-term effect (GNP growth from 3 to 5% per year) that the national economies achieved due to the liberalization of foreign trade, free movement of capital, borrowings and loans from international financial institutions, has followed by a long and painful stagnation period caused by this neo-liberal reform. The main problem was that the economic changes have resulted in the aggravation of such social calamities as unemployment, poverty, income gap for the majority of population of Arabian countries. The Russian social researcher E.G. Ponomaryova gives the following data. On the eve of "revolutions" the unemployment rate was about 10% in Algeria and Egypt, 14% in Tunisia, 15% in Bahrain, 13% in Jordan, 30% in Libya. Moreover, a large proportion of the population of these countries lives below the poverty level. In Algeria this rate was 23% of the population, in Egypt – 20%, in Jordan – 14.2%
.  It is not difficult to realize that such burden of social problems leads to misbalance of not only the economy but the whole mechanism of social development. For example, it is well known that if the vast majority of the unemployed are young people aged 15-25 years, and this proportion is approaching 20%, then, ceteris paribus, social upheavals begin in the country
. And in these countries young population exactly constitutes the majority of the unemployed and déclassé elements. It is quite easy to guide from outside the dissatisfaction of this deprived but very active group of people against the political system using economic difficulties and distressful situation. Thus, a new model of economic development, borrowed by local elites voluntarily or imposed on them from outside, could well be adapted under certain conditions to destabilize countries with political regimes that seem undesirable for the global leader. 
If such a scenario was not entirely justified, coups’ "technologists" can apply forced and, therefore, "hard" ways of stifling unwanted powers. These include economic and financial sanctions and embargoes. Depending on the situation, the introduction of these measures may have different objectives: a) degrading the situation of a certain country on financial markets and in the system of the world trade. For example, the United States initiated the disconnection of Iran from the international bank provider SWIFT that made impossible to conduct dollar operations by their banks abroad. Besides, the oil embargo was imposed on Iran that hit the country's budget and excluded the Iran Republic from the world's leading exporters of raw materials; b) undermining the economic power and political unity of the ruling elite. Economic and financial sanctions by the West against Russia and Belarus are directed mainly against the leaders of these countries and their teams. They have a pinpoint nature and involve the international isolation of the major industrialists and bankers who have connections with political power
; c) rapid declining of living standards. Usually the United States using the mechanisms of the United Nations is seeking a complete halt in international trade with a specific country (e.g., Syria, Iraq, Libya), resulting in an artificially created famine and food shortage of essential goods for the majority of population.

As a result, sanctions (regardless of their content and targeting) catalyze the growth of anti-regime sentiments in a country and push people guided by opposition to more drastic (and often illegal) actions against authorities
. It is important to note that in the course of "colour revolutions” all events are developing dynamically, and the moment of the transition from peaceful protest to armed resistance is coming very soon. And at this moment public safety turns out to be in the face of perhaps the greatest threat to its existence – the threat of destruction of public order. From the very early ages, human communities have developed certain rules of social relations which were later fixed in religion, morality and law. These rules regulated the relationships between people, between various public institutions and, lastly, with national authorities by defining what was permissible and not permissible, i.e. made some order in their mutual relations. The creators of "colour revolutions” attempt to destroy these relations and change the order with chaos and anarchy. . Indeed, in a situation when there is a disobedience to the authorities and riots are erupting at large scale, when the law stops its operation and crimes are committed everywhere, when people’s minds are overburdened and moral and faith do not work, it is much easier to realize the main programme of overthrowing an undesirable power. The same dangerous situation has developed in Ukraine during the last "colour" coup d'état. The President V. Yanukovych did not dare in time to engage the forces and means he had in his disposal for maintaining public order and allowed the spread of the “Maidan” oсhlocracy nationwide which eventually provided substantial assistance to the opposition in carrying out their coup d'état. The protective actions taken by the Chinese authorities in Hong Kong in 2014 and the Armenian government in Yerevan in 2015 show contrast in respect to Ukraine. The political leadership and security forces in these countries reacted with urgent speed to attempt internal opposition and external forces carrying out a regular "color" scenario and suppressed any illicit activity. As a result, the conflicts had been localized and subsequently resolved without significant consequences by methods of civil reforms.

Thus, we see that the stability of the system of social relations depends on many factors, among which we put in the first place the ability of the national economy and social development to ensure the proper functioning and the protection of society from non-military threats. In the case of the deregulation of economic and social grounds of society under the influence of external or internal reasons an exceptional importance takes the maintenance of public order by forces of the state. Besides, law enforcement agencies should be given all the legal authority to prevent the growth of crime rate which affect the security of society as a whole and individuals in particular.

Keeping in mind an assessment of threats to state security and public safety from "color" revolutions, we cannot but notice that when these scenarios equally affect safety of a person. In literature the phenomenon of human safety is described as a human condition in which the external and internal factors don’t cause bad condition, deterioration of functioning and development of a human body, consciousness, mentality and a person in general and do not put any obstacle in achieving of certain purposes desirable for a human
. On the contrary, we can state with confidence that "colour" technologies as a combination of aggressive, opposing to normal physical and psychological state of an individual factors pose a significant harm to such being, as they suggest a deliberate deprivation or threat of deprivation of human life, destruction of consciousness and pressure on the psyche.

We have already mentioned that hybrid wars and “color” revolutions combine various forms of armed and unarmed violence and, therefore, are dangerous to human life. During military interventions, long-range bombings, riots, violent crimes, cases of sabotage, provocations, assassinations of political leaders, economic embargoes and food hunger which are accompanied by destruction technologies of state sovereignty and self-sufficient societies, many people are perishing and a significant number of them experience declining of the living standards
. It is noteworthy that for the man-made chaos creators the number of casualties and measure of human suffering are not significant. They consider them no more than a side effect, as inevitable costs of "necessary and overdue changes" in this or that country. Indeed, in such a noble case as a "democratic" revolution the famous Jesuit principle of peius, in melius is encouraged because the growing number of victims facilitates the task of the previous government dismantling
. The cynicism with which technologists of "colour revolutions" are playing with the lives and interests of hundreds of thousands and millions of people could strike any normal person. And this is understandable because they don’t endanger their own citizens but some "aborigines" who should be grateful for freedom they have received.

We have to admit that in many countries which recently survived coups d'état, a large portion of the population turned out to be insensitive to a great number of the victims of these disasters. Moreover, many of people still willingly remain in the destructive opposition and, despite the danger, provide support in the confrontation with the authorities. Such a "union" can be explained by only one circumstance – a "colour revolution” had been already made in mind long before the real protests. People's perception was recoded in the right direction, and they began to come in line with new patterns and modes of behaviour.  For example, if a person previously shared the principles of citizenship, nationhood, patriotism, now he or she is instigated to get dissatisfied with existing order and be armed with ideas of protest, dissent, rebelliousness, betrayal. The trans-coding of public consciousness is performed by means of various instruments: media and communications, education and training institutions, deliberate agitation and propaganda, and is operated from outside by local "agents of influence". In other words, a psychological warfare as the other component of hybrid technologies is activated. Such war was being held by the United States against the Soviet Union for more than fifty years targeting to suppress a psychological ability and willingness of enemy resistance in the event of a military conflict
. Organizers of “colour” changes fully embraced the techniques of psychological warfare and even enhanced their efficiency by means of modern information and communication technologies. Thus, the Internet and social networks make possible an on-line broadcasting of their ideological content and engage in "brain-washing" of a huge audience
. The networks give also an opportunity to control this zombied part of the audience and using simple technologies of network marketing to gather quickly people in mobile teams with the aim of setting up protest marches under guidance of team coordinators (so-called "beacons"). Each stage of this psychological manipulation aims to commit active violent actions against the inner world of a person: suppression the ability to critically reflect and analyze events, delaying the mechanism of self-control of his or her own actions, disabling of congenital reflexes of self-preservation. In such a state people can easily turn into an object of manipulation from outside, and this opportunity, in our view, is the major challenge to the security of individual, society and state. So, the role of the human factor in "colour revolutions” should not be underestimated. The outcome of the fight for minds, for the inner world of a person determines largely the possibility or impossibility of implementing such scenarios in a particular country.
In conclusion we are going to summarize all said above suggesting that:
· hybrid and “color” technologies constitute a set of measures to make pressure on independent states from the global leader in order to eliminate obstacles to maintaining and consolidating a unipolar world order model;
· these technologies are aimed to destroy the bases of sovereignty of national states; 
· the most destructive impact is underwent by a protective frame of sovereignty – the national security system and its structural segments: the security of state, of society, of a person;
· in the segment of state security the threats are fixed in the area of state authorities which are responsible for ensuring political and military independence of the nation; 

· in the segment of public security the main targets of threats become economic and financial systems as well as the public order which are regarded as grounds of social order and social stability;
· in the segment of personal security risks are exposed in respect to physical and mental health which is an essential condition for the civil status of a person;
· in order to neutralize threats and risks posed by hybrid and "colour" technologies it is necessary to build and maintain in active mode the system of ensuring the national security which includes the complex of political, economic, social, health, military and legal measures guaranteeing the normal functioning of the nation, its protection from internal and external aggression. 
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�) Пономарева, Е.Г. Секреты «цветных революций» // Свободная мысль. - 2012. - № 3-4. - С. 55.





� ) �HYPERLINK "https://ru.wikipedia.org/w/index.php?title=%D0%91%D1%8B%D1%88%D0%BE%D0%BA,_%D0%A1%D1%82%D0%B0%D0%BD%D0%B8%D1%81%D0%BB%D0%B0%D0%B2_%D0%9E%D0%BB%D0%B5%D0%B3%D0%BE%D0%B2%D0%B8%D1%87&action=edit&redlink=1" \o "Бышок, Станислав Олегович (страница отсутствует)"�Бышок, С.О.�, �HYPERLINK "https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D1%87%D0%B5%D1%82%D0%BA%D0%BE%D0%B2,_%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B5%D0%B9_%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87" \o "Кочетков, Алексей Владимирович"�Кочетков, А.В.� Евромайдан имени Степана Бандеры: От демократии к диктатуре. - М.: Издательство «Книжный мир»; ФРИГО «Народная дипломатия», 2014. - 432 с.





� ) The data gathered by June, 2015 showed that the general number of the civil war victims in Syria exceeded 230,000 people. More than 162,000 civilians were killed in Iraq during 8 years of the civil war supported by the US troops and NATO forces.


�) For example, in Libya private property regime for production factors was accepted just recently; Syria and Jordan have rather strict rules of market mechanisms functioning.





�) Пономарева, Г.Е. Секреты «цветных революций»: Современные технологии смены политических режимов, Internet, http://� HYPERLINK "http://ekklezia.ru/" \t "_blank" �ekklezia.ru�›�HYPERLINK "http://yandex.ru/clck/jsredir?from=yandex.ru%3Bsearch%2F%3Bweb%3B%3B&text=&etext=770.PKHdpP5aim3gWvKgvNCm5CIsQoGH-fmHBcfT00Yj9wDU-FFkn1cQqMTXg8qpoxpEKQcLpZ2ww5ldjrvIaT7ATxv6yiRrKB7dB9hA-p8q7_tf3Lx-0Xu0500XA1sWlH_x.050b600d8010b0a62632c5dddd16b14b2d9470f1&uuid=&state=PEtFfuTeVD4jaxywoSUvtNlVVIL6S3yQpnG6UsJfOTWpdw2OLiLTaw&data=UlNrNmk5WktYejR0eWJFYk1LdmtxaG1TODNVc2owUDlGVzZwTHllYjdRbG5OeFlmXzFOZ0NoN2FfTnk3Z3dZSUMyd3phb3FTOVNIeVJnamVfMk5fNjJXZUhTcTFkdVFpM1d5emc2ZUZ1S19ubXZfM3EybnQ1RHRQeDkzOUdEQ05ndTUwOTVINWprVkw5NHJZRWJGVFptQVNwdWZoUjRYYm1ZdlpSVzY1Q3ZIYzNKeFVlVXI5Vk9PbVZuWTJucmdhNlJ4SDNaTEItOGhiRnJQVG9JMmlFTldrTFFiRmYzVE1URUhmMXJPRGRfU0VHM1NUVE83TThSMlhueHRBcVRFdw&b64e=2&sign=181f7d668235fb31d7a5ff6cdd2fd49c&keyno=0&cst=AiuY0DBWFJ4CiF6OxvZkNOTzaUEz5Dvgyg5rRF2ZMmPm7iOqMyipoYbncw9zcHMsIwd7o7YtKFAhke9HZAMOEFmJaUil941LwEmC7BcQTr0EWcFCS8YKQTYopS4TWGM9Nu3QPwGyODwEbRi8a8b-EshrfqTaOq9VkLftuL7Ti7i1a8rzijtf-r_f3Cp7Y0X77Fi0Sujepf3ZEgbfOF1iMA&ref=cM777e4sMOAycdZhdUbYHpMQ80108_UCPMivFhLueb-ND435WsjIhLaLHKgbohRuOB_w_j0vHOX8fH3CFhNlwEfifUsnCCUUgvU8yKoinT3ARQDXtpuk4mKbpqyzuNQI0CDS9ciaWYvhV3o0Rzut0m5ceg5SWsZ-oaD6mh7T7-TTBDkknbv9mUEzsqPYgmO4YlKI4D0SOLblre2gebgmj7pyiL-WuAzB6NhxeKUKbQh9sCvSEEMeUHaNviaiktviPRguH4bCt4hM6K5WgTwJEUGvw2Cz_5-QvVLPTMPOyr4QMy6WVri-Z_UQaHS8C-IbesEWWZSqgvrQyq3RQl_KH13SzEgUwdvTsO5vykg0drXszzmUFeEhiCBODx-LxxCngOh8C__WooAfRMNXdzac9pv3lxTLz9KleDnvq_MHr35uNlgOfQeL1juhH1dBTaY-ZdaO-SxrTeKwMxuUtdWRQsvViAeD5zyP5u3C2h36Olmp2tYINFCuMy7Yff1L44vphG47V9MZGIVfCJ-maSFXe4unwJczDGK4czqQ2SHdXwyNLucXeO-NTHjMBlB-iYykgayvL0bv2ommwMIYNsfHeU74k7nAymPomFtta7HrxFua25qjWBgIvq1qn9M13mU6Ak-koabe7aLvcDAkOBhCJ5TmQAIuv9T4dIXeAICBwXBLSVz97abMYQf5OLsK_iz3P4mktpq9xir7GIUlpgMwBbmriLro20nMJfreLF08Qi6DW3sPTOOgn0IOZS2QxVVGtwImY_tnO9LPl62ZK-UtHBy46Q_4p0iSwq3TtL00hqCDxqJy-EJEk_9rWDnXCHL07c08nNSIXBm8qv9QOf75Fh-1aNS2RPjaj_u1g3sHk0VxiKy6en8x-gyrJkeB5rqP3L2W8TMFUjM&l10n=ru&cts=1438683976507&mc=5.301196667484629" \t "_blank"�blogi/4702…tehnologii…ponomaryova. pdf. html�, 04/08/2015.





�) Read about structural demographic theory of revolutions in: Голдстоун, Дж. К теории революции четвертого поколения // Логос. - 2006. - №5. - СС. 58-103.


�) The USA and its close allies also endeavour to weaken as much as possible the leading export branches of the Russian Federation including oil and gas industries as well as production of weapons; they also impose sanctions on them. The loss from sanctions in Russia as estimated by the International Monetary Fund can reach 9% of GNP.





� ) Nevertheless, economic sanctions can bring a reverse effect. Such measures are able to facilitate a consolidation between authorities and population in the face of danger (Iran, Russia, Belarus), stimulate necessary structural renovations in economy and social sphere (Russia), encourage the diversification of international relations and tires (Russia, China).


�) Заплатинський, В. М. Логіко-детермінантні підходи до розуміння поняття «Безпека»// Вісник Камянець-Подільського національного університету імені Івана Огієнка. Фізичне виховання, спорт і здоровя людини. -  Випуск 5. - 2012. - С. 91.


�) Лобанов, К.Н. К вопросу о конфликтогенном содержании террористической деятельности в фазе зарождения межгосударственных противоречий (исторический и современный анализ ситуации) // Национални интерес/National Interest. - 2014. - №2. - С. 224.





�) In the course of “maidan revolution” in Ukraine since February 19 till February 21, 2014 some 77 civilians (a so called “sky hundred”) and 12 law enforcers were shot to death by unidentified instigators (snipers). The massive intentional murder of people was used by the “euromaidan” facilitators to “push up” the process of coup d'état.


�) One of American plans of aggression against the Soviet Union («Dropshot», 1949.) contains a detailed description of the psychological warfare technology. Read in details in: Яковлев, Н.Н. ЦРУ против СССР. - М.: Правда, 1983. - 320 с.





�) The analytical research found out that all recent international agreements concluded after the so-called “Arab spring” between the USA and the countries of Maghreb and Levant contain one and the same clause – prohibition to disconnect users from social networks and the Internet.





